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Data processing agreement

1. Parties
This personal data processing agreement is an appendix to (reference to assignment agreement) (“Assignment Agreement”) effective between the parties.
Company/Data Controller		XXXXXX		 
XXXXXX
and
Supplier/Data Processor		XXXXXX
				

Each “Party”, together the “Parties”, has agreed on the following personal data processing agreement (the “Data Processing Agreement”) to meet the requirements of the General Data Protection Regulation (“GDPR or the Data Protection Regulation”) and ensure the protection of the rights registered individuals.

This Data Processing Agreement consists of this main document and Appendix 1, Instructions and Appendix 2, sub-processors’ agreement.

2. Definitions
- The Data Controller, refers to the person who, alone or together with others, determines the purposes of and means for the processing of personal data.
- The Data Processor, refers to the person who processes personal data on behalf of the Data Controller.
- Processing, refers to the action or series of actions taken in relation to personal data, whether this takes place automatically or not.
- Personal data, refers to all kinds of information that can be directly or indirectly attributed to a natural person (registered) who is alive.
- Personal data incident, refers to a security incident that leads to accidental or illegal destruction, loss or alteration or to unauthorized disclosure of or unauthorised access to the personal data that is transferred, stored and otherwise processed.
- Standard conditions of contract, refers to terms for the protection of personal data transferred to third countries in accordance with European Commission decision 2021/914 of 4th June, 2021 or equivalent terms that replace these terms.
- Sub-processor, refers to a data processor who is hired by the Data Processor who is a Party to this Data Processing Agreement and who processes personal data on behalf of the Data Controller.
- Applicable Data Protection Regulations, refers to the General Data Protection Regulation (EU) 2016/679 ("GDPR"), with associated implementation ordinance.

3. Data Controller
The Data Controller undertakes to: 
- act in accordance with applicable data protection regulations and thereby take the appropriate technical and organisational measures required to ensure adequate protection of personal data together with the Data Processor,
- only provide the Data Processor with such Personal Data as is necessary for the purpose of the processing,
- provide the Data Processor with documented instructions and other instructions that are necessary for the Data Processor to be able to fulfil their obligations in accordance with this agreement and Applicable Data Protection Regulations.
Categories of registrants and categories of Personal Data that may occur within the framework of the processing of Personal Data are presented in Appendix 1 to this agreement.

4. The Data Processor
The Data Processor undertakes to:
- act in accordance with valid data protection regulations,
- not process or omit information that may cause the Data Controller to violate valid data protection regulations,
- only process Personal Data to the extent and in the manner necessary to fulfil that which is agreed in the Assignment Agreement, this Data Processing Agreement or other written instructions issued during the course of the assignment. Should there be any ambiguities in the processing, the Data Processor must immediately contact the Data Controller for clarification.
- handle Personal Data confidentially and for no other purpose than that which is stated in the Assignment Agreement and this Data Processing Agreement,
- ensure that no Personal Data is transferred, handed over, published or otherwise made available to third parties without the written permission of the Data Controller,
- assist the Data Controller in fulfilling his obligations towards the registrants, 

- take the appropriate technical and organisational measures required to ensure adequate protection of the Personal Data that the Data Processor processes and that the Data Controller transfers in accordance with the Assignment Agreement and achieve a level of security that is appropriate in accordance with the requirements of the applicable data protection rules, taking into account:
- the technical possibilities available,
- the costs of implementing the measures,
- the particular risks that exist with respect to the processing in question of personal data, and
- how sensitive the personal data that is processed is
The measures taken must be documented and must be submitted to the Data Controller upon request without undue delay. The Data Processor is not obliged to fully or partially carry out the task in the event that it is considered that the security measures required by the Data Controller cannot be reasonably met.
Special instructions regarding security for personal data are described in Appendix 3.

5. Changed terms or conditions
If the Data Processor;
- determines that for some reason it is not possible to fulfil the conditions according to this Personal Data Processing Agreement and conditions do not allow for the resolution of these issues, or
- becomes aware of changed conditions or prerequisites in applicable data protection regulations that will have a decisive impact on the capability to fulfil this agreement,
then the Data Processor must immediately inform the Data Controller about these ambiguities in the processing to gain clarification so that they can be remedied. If there are no possible measures to take, the Data Controller can immediately terminate the relevant processing by the Data Processor.

6. Engaging sub-processors
The Data Processor has the general permission of the Data Controller to engage sub-processors. The Data Processor must inform the Data Controller in writing of all intentional changes regarding the addition or replacement of sub-processors at least 30 days in advance and thus give the Data Controller the opportunity to object to such changes before the sub-processor in question is engaged. The list of Sub-processors who have already been approved by the Data Controller can be found in Appendix 2.
It is the Data Processor’s responsibility to ensure that the Sub-processor fulfils all applicable provisions regarding the protection of Personal Data and, in relevant areas, fulfils the obligations regulated in this agreement. Hiring a Sub-processor always takes place at the Data Processor’s own risk and does not entail any changes in the division of responsibilities that applies between the Parties.

7. Access to Personal Data
The Data Processor must ensure that access to Personal Data processed in accordance with this agreement is limited to authorised personnel who require access to Personal Data to fulfil agreements in accordance with the Assignment Agreement.
The Data Processor must ensure that authorised personnel:
- are subject to confidentiality,
- know how Personal Data should be handled correctly,
- have undergone training in applicable data protection regulations and keep updated regarding changes,
- have knowledge of the Data Processor’s and their own obligations according to applicable data protection regulations, the Assignment Agreement and this Data Processing Agreement.

8. Transfer of Personal Data outside the EU-EEA
The Data Processor may not transfer Personal Data to or make Personal Data available in countries outside the EU-EEA without the written consent of the Data Controller.

9. Reporting of Personal Data Incidents
The Data Processor must immediately, within 24 hours, notify the Data Controller of the existence of or suspicion of a Personal Data Incident. Such notification must contain necessary and available information that the Data Controller requires to be able to take appropriate measures and fulfil their obligation to report personal data incidents to the authorised supervisory authority.

10. Cooperation
The Data Processor must immediately inform the Data Controller upon request from a Registrant or other third party or authority regarding register extracts or information about the Data Controller’s processing of personal data.
Furthermore, the Data Processor shall assist the Data Controller by means of appropriate technical or organisational measures, in order that that the Data Controller can fulfil their obligation to respond to requests for the exercising of the registrant’s rights in accordance with GDPR chapter 3, such as the deletion or correction of information.
This also applies in cases in which the Data Processor hires a Sub-processor to perform the service.

11. Right to audit
The Data Controller can choose to carry out the audit/review themselves or commission an independent auditor to review whether the Data Processor complies with the requirements of this Data Processing Agreement and applicable data protection regulations. Audits/reviews may also include inspections of the Data Processor’s premises or physical facilities and shall, when appropriate, be carried out with reasonable notice (no more than annually).
The Data Processor shall, without undue delay, handle requests from the Data Controller or their selected independent auditor regarding the processing of Personal Data in accordance with this Data Processing Agreement.
12. Damages
The Data Controller is entitled to compensation from the Data Processor in the event that the Data Controller is obliged to pay damages to Registrants according to Article 82, GDPR and the processing of Personal Data that forms the basis for said damages has been carried out by the Data Processor in violation of the Data Controller’s instructions or the Data Processor has not fulfilled their obligations in accordance with the GDPR, which specifically targets data processors.
In cases in which the Data Processor is obliged to pay damages to Registrants, or pay an administrative sanction fee for processing in which both parties have participated, the Data Processor has the right to reclaim that part of the compensation that corresponds to the Data Controller’s share of the responsibility. This right applies without limitation of any limitations on the issuance of damages that may follow from the Data Processing Agreement.


13. Period of validity and termination
This Data Processing Agreement follows the terms of the Assignment Agreement regarding period of validity and termination. Should a new Assignment Agreement be signed between the Data Processor and the Data Controller without a new Data Processing Agreement being signed, this agreement will continue to apply.
After termination of the Assignment Agreement, the Data Processor (Option 1) must permanently delete all Personal Data processed on behalf of the Data Controller (including backup copies) and inform the Data Controller accordingly. (Option 2) immediately return all personal data to the Data Controller and thereafter immediately and permanently delete all personal data (including backup copies), unless the EU or EU legislation requires that the Data Processor stores this Personal Data.
This agreement is drawn up in two copies, of which the parties have taken one each.


Place and date		Place and date

				

Signature			Signature

				















Appendix 1 – Instruction

a) Personal data that will be processed by the Data Processor (e.g., name, e-mail, telephone number, other data that can be linked to a natural person)

b) The purposes of the processing. (reasons why the processing is carried out by the processor)

c) Description of the nature of the processing (which processing is carried out by the Data Processor. For example, analysis, storage or other processing agreed upon in accordance with the Assignment Agreement)

d) [bookmark: _Hlk497767126]Description of the categories of registrants (e.g., members, customers, employees)

e) Description of the categories of personal data. (e.g., name, email, phone number, pictures)

f) The categories of recipients to whom the personal data has been disclosed or is to be disclosed, including recipients in third countries or in international organisations. (e.g., the Swedish Tax Agency, the Social Insurance Agency, or other recipients outside the own organisation)
 



Appendix 2-Sub-processors

List of approved sub-processors
Approved sub-processors to the supplier required in order to deliver this assignment are as follows:

	
	Sub-processor’s name
	Type of processing carried out by the sub-processor (for example storage)
	Geographical location of processing (country)
	Time period for processing (which deselection demands placed on the sub-processor)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




Appendix 3- Safety measures

 [The Data Controller fills in the yellow-marked areas when required if the processing, for example, involves a large volume of personal data or the processing involves sensitive personal data. This is to instruct the Data Processor to have security in place as below].
General security level:
The Data Processor shall hereinafter have the right and be obliged to make decisions about the technical and organisational security measures to be taken to create the necessary level of data security. The security level must take into account the nature, scope, context and purposes of the processing activity as well as the risk to the rights and freedoms of natural persons.
Security level adapted to the processing:
The Data Processor must, as a minimum, carry out the following measures that have been agreed upon with the Data Controller:
[describe parts of the processing that are essential for the data processor to take into account. For example, if the processing involves a large volume of personal data covered by Article 9 GDPR on “special categories of personal data”, and a “high” level of security needs to be established]

• [describe requirements for pseudonymisation and encryption of personal data]
• [describe requirements to ensure ongoing confidentiality, integrity, availability and permanency of processing systems and services]
• [describe requirements for the possibility to restore availability and access to personal data in the event of a physical or technical incident]
• [describe requirements for processes for regular testing, evaluation and evaluation of the efficiency of technical and organisational measures to ensure the safety of the processing]
• [describe requirements for online data access]
• [describe requirements for protection of data during transmission]
• [describe requirements for protection of data during storage]
• [describe physical security requirements for places where personal data is processed]
• [describe requirements for use of home/teleworking]
• [describe logging requirements]
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